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Context and approach



An emerging field of inquiry is the role of technology in both increasing and mitigating systemic risk in the 
financial system and, by extension, the economy.
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CONTEXT AND APPROACH

•

•



Over the past year, around 200 financial services and technology experts have been engaged in a series 
of global workshops and expert interviews.*
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CONTEXT AND APPROACH

Research approach



This report will provide leaders, regulators and policy-makers with a perspective on the most significant 
technology-led systemic risks in financial services and how they can be mitigated.
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CONTEXT AND APPROACH

•

•

•

•

This report WILL NOT…This report WILL…

This report seeks to help…

•

•

•

•

•

•



Research efforts have focused on uncovering heavily interconnected and deeply ingrained risks that can 
create exogenous shocks to the system.
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CONTEXT AND APPROACH

Key focus area

Numerous risks that create varying degrees of impact exist within the ecosystem.



Executive summary



The growing adoption of technology is giving rise to new sources of risk (SoR), which can accumulate 
across the ecosystem to form systemic risks.
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EXECUTIVE SUMMARY

Deconstructing sources of systemic risk 

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•



Individual sources of risk can be combined into six distinct themes that highlight the role of technology in 
creating and amplifying systemic risk.
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EXECUTIVE SUMMARY



The increased frequency of systemic events signals a pressing need for industry players to act and 
address seemingly isolated risks before they grow and spread across the ecosystem.
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EXECUTIVE SUMMARY

Lessons learned from past mitigation efforts in financial services



This report is comprised of three core sections that explore the role of technology and innovation in 
creating, amplifying and mitigating systemic risk in global financial services.
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EXECUTIVE SUMMARY

1 2 3

Description

Jointly presented across six systemic risk themes



Six key findings summarize how ecosystem actors need to respond to the role that technology plays in 
creating and amplifying systemic risks within financial services.
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EXECUTIVE SUMMARY



Key findings



Unregulated and partially regulated financial players are contributing to a disproportionate share of 
systemic risk.
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EXECUTIVE SUMMARY: KEY FINDINGS

Examples include novel business models operating in, and at the periphery of, financial services.

What should be considered? 



The traditional determinant of an entity’s systemic importance is based on the size of its book, which is 
becoming less relevant than the size of its network.
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EXECUTIVE SUMMARY: KEY FINDINGS



Ecosystem interconnections are no longer bilateral; as the number of interlinkages between service 
providers grows, players will need to comprehensively understand their entire ecosystem exposure.
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EXECUTIVE SUMMARY: KEY FINDINGS

Potential considerations for ecosystem players

•

•

•

Technology has changed how entity-to-entity relationships are made:



As stochastic events such as cyberattacks and climate-driven incidents grow in intensity, industry players 
must deploy forward-looking risk prevention and detection mechanisms.
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EXECUTIVE SUMMARY: KEY FINDINGS

•

•

The growing frequency of exogenous shocks is placing strain on the traditional models leveraged by financial players. 

What are some novel data sets that can be used to better 

anticipate stochastic events?



To successfully combat financial crime and cybercrime, global players must undertake joint efforts that 
account for inconsistent national approaches and promote multilateral information sharing.
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EXECUTIVE SUMMARY: KEY FINDINGS

While difficult to track, the global economic and social costs of financial crime and cybercrime are estimated to be upwards of $1.5 trillion.

•

•

•

From a sample of 1,000 

flagged transactions…

…50 were referred 

to law enforcement

(5%)

…and only 5 

led to an 

investigation

(0.5%)

Systemic failure in tackling 

financial crime 15

What role can technology play in this?

(INTERPOL)



While the potential for technology to enhance risk mitigation is undeniable, addressing systemic risk must 
start with the basics.
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EXECUTIVE SUMMARY: KEY FINDINGS

Making a case: “If you can’t resolve the issue on the back of a napkin, then you likely can’t resolve it with a sophisticated digital tool”.

In parallel to testing and deploying mitigation applications, players need to 

ensure that these solutions are resilient for the future.

What is a proof point for this?

‘Speaking the same language’ on risk will enable meaningful 

consultations both within and across sectors, industries and 

nation states.

Key steps to consider:

•

•

•

•



Defining systemic risk



Six recent developments have led to fundamental shifts in the dynamics of the global financial services 
ecosystem.
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1. DEFINING SYSTEMIC RISK



Six recent developments have led to fundamental shifts in the dynamics of the global financial services 
ecosystem.
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1. DEFINING SYSTEMIC RISK



These fundamental technology-related changes to the ecosystem are altering the industry’s collective 
interpretation of systemic risk management.
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1. DEFINING SYSTEMIC RISK

What is technology-driven systemic risk as it is known today?



Three equally-weighted criteria were applied to determine which risk themes were considered in-
scope for this report.
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1. DEFINING SYSTEMIC RISK

The following assessment triangle is used to gauge the 

relevancy and applicability of risk.



One example of a significant risk theme that was excluded is the energy consumption and unintended 
environmental consequences of emerging technologies in the financial sector.
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1. DEFINING SYSTEMIC RISK

•

•

•

Defining the risk Mitigating the risk



Deconstructing current sources of risk



To ensure holistic coverage and achieve a stronger understanding of systemically significant risks, the 
origins of systemic risk must first be understood.
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2. DECONSTRUCTING CURRENT SOURCES OF RISK

What are sources of risk (SoR)? What five categories of sources of risk have been identified?



SoR are not independently systemic; rather, systemic risks materialize when multiple SoR accumulate 
across different entity types and geographies.
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2. DECONSTRUCTING CURRENT SOURCES OF RISK

•

•

•

•

How is systemic risk visually configured?



Structural and composition: SoR can stem from the structural state of the financial services ecosystem 
and dynamics between players.

35

•

•

•

•

•

•

•

•

•

•

•

•

•

•

2. DECONSTRUCTING CURRENT SOURCES OF RISK



•

•

•

Technology utilization: SoR can stem from the side effects of new technologies being used in the 
financial services ecosystem. 
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2. DECONSTRUCTING CURRENT SOURCES OF RISK

•

•

•

•

•

•

•

•

•

•

•

•



Economic and fiscal: SoR can stem from macroeconomic conditions and related influences on the 
safety and soundness of the global financial system.
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2. DECONSTRUCTING CURRENT SOURCES OF RISK

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•



•

•

•

Cyber and data: SoR can also stem from the use of data and practices for either exploiting or 
safeguarding information technology.
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2. DECONSTRUCTING CURRENT SOURCES OF RISK

•

•

•

•

•

•

•

•

•



Societal and climate: Lastly, SoR can stem from the ways humans coexist through social constructs and 
interact with the natural world.
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2. DECONSTRUCTING CURRENT SOURCES OF RISK

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•



Public and private sector players can apply a three-pronged framework to assess their exposure to SoR; 
when surveyed for this report, players shared their level of concern associated with each source.

2. DECONSTRUCTING CURRENT SOURCES OF RISK

Overview of evaluative dimensions How dimensions were used

40



Preliminary survey findings reveal the most significant SoR for global and regional financial services 
players to keep on their radar.
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2. DECONSTRUCTING CURRENT SOURCES OF RISK

Respondents viewed ten SoR as having the most material impact 

on their organization in the near future:

SoR were evaluated based on their perceived impact to the 

organization and the anticipated probability of their 

occurrence.

1

2

3

4

5

6
78

10

9



Survey findings also reveal that many of the top SoR remain highly ranked when perceived impact to the 
ecosystem is considered alongside perceived organizational impact and likelihood of occurrence. 
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2. DECONSTRUCTING CURRENT SOURCES OF RISK

Respondents viewed ten SoR as having the most material impact 

on the ecosystem in the near future:

When a third dimension (perceived impact to the ecosystem) 

is introduced, new priorities emerge.

1

2

3

4

5

6

8
9

10

7



6

4
3

1

2

While leaders had differing responses to SoR, the greatest divergence exists between the perceived 
impact that SoR will have on the ecosystem versus the organization.
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2. DECONSTRUCTING CURRENT SOURCES OF RISK

…indicating that SoR may have a greater impact on the broader 

ecosystem than the individual organization.

•

•

•

5

When comparing responses relating to the two dimensions of 

impact, several levels of divergence emerge…



Exploring and mitigating technology-led systemic risks 



Six cross-cutting themes highlight the role that technology plays in creating and amplifying systemic risk in 
global financial services:
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3. EXPLORING AND MITIGATING TECHNOLOGY-LED SYSTEMIC RISKS



The following section dedicates space to each systemic risk theme, covering an exploration of the risks 
alongside potential mitigation approaches. It can be read as follows:
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3. EXPLORING AND MITIGATING TECHNOLOGY-LED SYSTEMIC RISKS 



Digital interdependencies



Any entity, large or small, that is highly interconnected and/or plays a critical role in enabling digital 
financial services could cause ecosystem disruptions with cascading implications.

DIGITAL INTERDEPENDENCIES

PRI M ARY SO URCES O F  TH I S  R I SK

48

Overview Why is it important?



With the proliferation of financial and non-financial entrants, several technology-based entity types are 
emerging as protagonists in forming heavily interconnected networks within the ecosystem.
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DIGITAL INTERDEPENDENCIES

$



It is essential to understand the implications of unforeseen events created by the rise of digital 
connectivity across financial services.

50

DIGITAL INTERDEPENDENCIES
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DIGITAL INTERDEPENDENCIES

Players operating in the financial ecosystem can only be as safe as their ability to monitor and respond to 
vulnerable nodes in their network.

Why does this risk significantly impact the financial services ecosystem? CASE STUDY

What if a larger SaaS vendor experiences 

an undetected data breach that cascades 

across various business and government 

services within its supply chain?
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Given their potential to amplify other systemic risks across the ecosystem, proactive measures are 
starting to anticipate for, and control, digital interdependencies.

DIGITAL INTERDEPENDENCIES

What are some key efforts that ecosystem players have undertaken to mitigate this risk? 

•

•

•

•

•

•

•

•

•

•

RELEVANT CASE STUDI ES
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While many entities have begun to explore technology-driven risk prevention and monitoring initiatives, 
more needs to be done by players to expand upon existing efforts.

DIGITAL INTERDEPENDENCIES

What gaps exist in current mitigation efforts?

•

•

•

•

•

KEY M I T IGATI O N UNCERTAI NTI ES

•

•

•



•

•

Given the challenging nature of comprehensive interdependence monitoring and control in the ecosystem, 
new policies and tools should be sought to improve risk mitigation for individual entities.
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DIGITAL INTERDEPENDENCIES

How can current mitigation efforts be improved? What more can be done by individual entities to address this risk?

•

•

•

•

PO TENTI AL  UNI NTENDED CO NSEQUENCES



PO TENTI AL  UNI NTENDED CO NSEQUENCES

Given the challenging nature of comprehensive interdependence monitoring and control in the ecosystem, 
new policies and tools should be sought to improve collaborative risk mitigation.
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DIGITAL INTERDEPENDENCIES

How can current mitigation efforts be improved? What more can be done multilaterally to address this risk?

•• •

•

•



Key mitigation applications



Table stakes: The ‘zero trust’ methodology builds a segmented system and a collection of mechanisms, 
allowing organizations to enforce consistent security policies across their vast networks.
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DIGITAL INTERDEPENDENCIES

•

•

•

How it works Use in financial services 

Overview

•

•

•



Emerging: Geographic information systems (GIS) allow real-time network insights to be plotted alongside 
location data to attribute information and create a clearer picture of network activity.
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DIGITAL INTERDEPENDENCIES

How it works Use in financial services 

Detected 
data breach

Extreme weather-
related cloud outage

•

•

•

Overview



Novel: In an emerging ecosystem where communications could be intercepted by malicious or 
compromised parties, quantum key distribution (QKD) may offer a safe exchange of encryption keys.
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DIGITAL INTERDEPENDENCIES

How it works Use in financial services 

1

2

3

1 2 3

•

•

•

Overview



Shared model vulnerabilities



Modelling techniques are critical for interpreting risk; however, traditional models that leverage historical 
or time-series data can be inconsistent when predicting forward-looking outcomes.

SHARED MODEL VULNERABILITIES 

PRI M ARY SO URCES O F  TH I S  R I SK
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Overview Why is it important?



Events once deemed improbable are now expanding the boundaries of conventional risk and have the 
potential to expose multiple players and critical financial services functions to cascading losses.
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SHARED MODEL VULNERABILITIES 



What if a highly leveraged hedge fund 

severely miscalculates its risk position 

across its derivatives (e.g. swaps), 

triggering margin loan calls that force big 

banks to mass-liquidate stocks?
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SHARED MODEL VULNERABILITIES 

Traditional risk assessment struggles to capture the accelerated complexity of systemic risk, presenting 
an industry-wide opportunity for better interpretation of stochastic events.

What does this mean for the financial services ecosystem? CASE STUDY
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Players are investing resources into new frameworks and approaches for model development, validation 
and ongoing monitoring activities.

SHARED MODEL VULNERABILITIES 

What are some key efforts that ecosystem players have undertaken to mitigate this risk? 

•

•

•

•

•

•

•

•

RELEVANT CASE STUDI ES



65

While select players are leveraging tools and scenarios to assess potential losses, further action is 
required to ensure that overly optimistic models do not mislead organizations.

SHARED MODEL VULNERABILITIES 

What gaps exist in current mitigation efforts?

•

•

•

•

•

KEY M I T IGATI O N UNCERTAI NTI ES

•

•



Mitigation approaches by individual players should focus on risk prevention, with consideration for 
scenario design and computational innovation.
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SHARED MODEL VULNERABILITIES 

How can current mitigation efforts be improved? What more can be done by individual players to address this risk?

•

•

•

•

•

CO NSI DERATI O NS FO R SCENARI O  DESI G N



While multilateral mitigation approaches should also focus on risk prevention, particular consideration 
should be given to data alliances and forming insights for policy development.
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SHARED MODEL VULNERABILITIES 

How can current mitigation efforts be improved? What more can be done multilaterally to address this risk?

•

•

•

•

•

PO TENTI AL  UNI NTENDED CO NSEQUENCES



Key mitigation applications



Table stakes: To enable the confidential sharing of valuable inputs, entities can use federated analysis 
techniques to address information gaps while adhering to data privacy and localization needs.
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SHARED MODEL VULNERABILITIES 

69

How it works Use in financial services 

Overview

•

•

•



Emerging: Open-source catastrophe modelling encourages collaboration, transparency and consistency, 
allowing organizations to predict risk exposure more confidently.

7070

How it works Use in financial services 

Overview

•

•

•

SHARED MODEL VULNERABILITIES 



Novel: The introduction of quantum algorithms embedded in Monte Carlo analyses will enable players to 
forecast the likelihood of evident and covert risks more accurately. 

7171

How it works Use in financial services 

Overview

•

•

•

SHARED MODEL VULNERABILITIES 



Gaps in entity-based regulation



Current regulatory approaches may lack the flexibility and scope to accommodate technology-based 
activities and players operating in, and around, the financial ecosystem. 

GAPS IN ENTITY-BASED REGULATION

73

PRI M ARY SO URCES O F  TH I S  R I SK

Overview Why is it important?



Despite the complex nature of modern financial services, regulatory and supervisory bodies can be rooted 
in fragmented procedural frameworks designed to accommodate traditional domains.
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GAPS IN ENTITY-BASED REGULATION

CO M MON REG ULATO RY M O DELS 90

What are the typical functions of regulatory, policy-making and supervisory bodies?



Unclear and limited oversight of DeFi activities is raising financial stability concerns, as the attractive 
benefits are inadvertently enticing participants looking to exploit the space.
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GAPS IN ENTITY-BASED REGULATION
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GAPS IN ENTITY-BASED REGULATION

While nonbank financial services must satisfy current requirements, discrepancies persist due to entity-
based confines and direct oversight limitations.

What does this mean for the financial services ecosystem? CASE STUDY

What if a surge in the adoption of 

decentralized applications leaves millions of 

consumers stranded with uninsured deposits?
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Ecosystem players are looking to improve the way they influence and react to digitally-focused changes, 
based on the current scope of the regulatory regime.

GAPS IN ENTITY-BASED REGULATION

What are some key efforts that ecosystem players have undertaken to mitigate this risk? 

•

•

•

•

•

•

•

•

•

•

•

•

RELEVANT CASE STUDI ES
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With the influx of new, digitally-native providers and activities in financial services, public and private 
sector players are noting that loopholes exist in the current supervisory scope.

GAPS IN ENTITY-BASED REGULATION

What gaps exist in current mitigation efforts?

•

•

•

•

•

•

KEY M I T IGATI O N UNCERTAI NTI ES

•

•

•



Regulation is unable to fully keep pace with new technology and innovation in the ecosystem; however, 
there are a variety of initiatives that individual entities can explore to alleviate this gap.
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GAPS IN ENTITY-BASED REGULATION

How can current mitigation efforts be improved? What more can be done by individual entities to address this risk?

•

•

•

PO TENTI AL  UNI NTENDED CO NSEQUENCES

•

•

•

•



PO TENTI AL  UNI NTENDED CO NSEQUENCES

In addition to individual entities’ actions, multilateral efforts around the most pressing and prominent 
regulatory issues should be pursued, to drive a regulatory framework that suits all.
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GAPS IN ENTITY-BASED REGULATION

How can current mitigation efforts be improved? What more can be done multilaterally to address this risk?

•

•

•

•

•

•

•



Key mitigation applications



Table stakes: Regulatory jurisdictions can consider recalibrating their mix of entity- and activity-based 
oversight to expand regulatory perimeters and cover new and emerging technology-linked activities. 
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GAPS IN ENTITY-BASED REGULATION

How it works Use in financial services 

•

•

•

Overview



Emerging: Regulators can leverage a digital regulatory reporting (DRR) platform to extract and analyze 
broad sets of data and gain context on emerging financial activities in real time.

83

GAPS IN ENTITY-BASED REGULATION

How it works Use in financial services 

Overview

•

•

•



Novel: To fill the inherent oversight gaps that exist in a functional regulatory environment, collaborative 
regulators can build a designated utility that supports rules-based centralization.
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GAPS IN ENTITY-BASED REGULATION

How it works Use in financial services 

Overview

•

•

•



Conflicting national priorities



Global issues such as nation-state sponsored cyberattacks, coordinated financial crime and fragmented 
cross-border data practices are increasingly harming global financial systems.

CONFLICTING NATIONAL PRIORITIES

86

PRI M ARY SO URCES O F  TH I S  R I SK

Overview Why is it important?



State-sponsored cyberattacks have the potential to discretely damage a nation’s critical functions, 
resulting in cascading implications that include the erosion of consumer confidence.
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CONFLICTING NATIONAL PRIORITIES
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CONFLICTING NATIONAL PRIORITIES

Nation states are devoting significant time and resources to achieve technology-driven advancements, 
potentially at the expense of global coordination and coexistence.

What does this mean for the financial services ecosystem? CASE STUDY

What if the growth of foreign direct

investment barriers, intellectual property 

protectionism and competitive imbalances 

between multiple nation states hinders 

multi-jurisdictional collaboration in tackling 

global financial crime?
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Players are actively enhancing monitoring processes and legislative frameworks to both individually and 
collectively mitigate against the adverse effects of fragmented global action.

CONFLICTING NATIONAL PRIORITIES

What are some key efforts that ecosystem players have undertaken to mitigate this risk? 

•

•

•

•

•

•

•

•

•

•

RELEVANT CASE STUDI ES
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Inconsistent and fragmented approaches will, however, continue to diminish global consensus and 
hamper financial stability.

CONFLICTING NATIONAL PRIORITIES

What gaps exist in current mitigation efforts?

•

•

•

•

•

•

KEY M I T IGATI O N UNCERTAI NTI ES

•

•

•



To lessen their direct exposure to harmful activities stemming from conflicting national interests, individual 
players can seek data-driven risk prevention mechanisms.
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How can current mitigation efforts be improved? What more can be done by individual entities* to address this risk?

PO TENTI AL  UNI NTENDED CO NSEQUENCES

•

•

•

•

•

•

CONFLICTING NATIONAL PRIORITIES



PO TENTI AL  UNI NTENDED CO NSEQUENCES

Although individual mitigation efforts provide some degree of effectiveness, coordinated investment into 
utility mechanisms and collective governance is required to address digital geopolitical risks.
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CONFLICTING NATIONAL PRIORITIES

How can current mitigation efforts be improved? What more can be done multilaterally to address this risk?

•

•

•

•

•

•

•

•



Key mitigation applications



Table stakes: Global jurisdictions can look to instate a network of financial ‘data authorities’, enabled by 
blockchain solutions, to facilitate the secure cross-border transfer of data.
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CONFLICTING NATIONAL PRIORITIES

How it works Use in financial services 

Overview

•

•

•

•

http://www3.weforum.org/docs/WEF_A_Roadmap_for_Cross_Border_Data_Flows_2020.pdf


Emerging: A decentralized transaction monitoring (TM) utility can improve collaboration and information 
sharing between entities to effectively and efficiently combat money laundering.
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CONFLICTING NATIONAL PRIORITIES

How it works Use in financial services 

•

•

•

Overview



Novel: A designated, multilateral cyberthreat hunting and attribution (CTHA) utility can enable public and 
private sector players to better monitor and attribute cyberattacks across the ecosystem. 
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CONFLICTING NATIONAL PRIORITIES

How it works Use in financial services 

Overview

•

•

•



Emerging sources of influence



New sources of influence are using social media platforms to drive activities and behaviours that pose 
risks to consumer protection and market stability.

EMERGING SOURCES OF INFLUENCE

98

PRI M ARY SO URCES O F  TH I S  R I SK

Overview Why is it important?



Given the proliferation of digital offerings in financial services, a variety of new sources and channels of 
influence have emerged as the drivers of change within the ecosystem.
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EMERGING SOURCES OF INFLUENCE

CHANNELS O F  I NFLUENCE



There are limited financial incentives for platforms to prevent misinformation and this can result in market 
manipulation, causing significant financial harm and concerns around market stability.

100

EMERGING SOURCES OF INFLUENCE



101

EMERGING SOURCES OF INFLUENCE

Emerging sources of influence can manifest into instances of market manipulation and scams that are 
transposed to the broader financial system.

What does this mean for the financial services ecosystem? CASE STUDY

What if misleading information about a 

cryptocurrency spreads and millions of 

consumers blindly purchase it, days before 

a ‘rug pull’ that creates a panic sell-off?
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Both the protectors and enablers of financial access have a role to play in safeguarding the system against 
emerging sources of influence.

EMERGING SOURCES OF INFLUENCE

What are some key efforts that ecosystem players have undertaken to mitigate this risk? 

•

•

•

•

•

•

•

•

•

RELEVANT CASE STUDI ES
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However, the definition of consumer protection and modernized institutional and infrastructural 
requirements have yet to be fully reinterpreted in today’s digital and social context.

EMERGING SOURCES OF INFLUENCE

What gaps exist in current mitigation efforts?

•

•

•

•

•

KEY M I T IGATI O N UNCERTAI NTI ES

•

•

•



To safeguard the system from the risks posed by prevalent and emerging sources of influence, players can 
explore technology-based consumer and market protection policies, tools and mechanisms.

104

How can current mitigation efforts be improved? What more can be done by individual entities to address this risk?

PO TENTI AL  UNI NTENDED CO NSEQUENCES

EMERGING SOURCES OF INFLUENCE

•

•

•

•

•

•

•

•



PO TENTI AL  UNI NTENDED CO NSEQUENCES

Only through multilateral efforts can adequate consumer, institutional and systemic protection be achieved 
amidst the growing influence of new sources and channels of influence.
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EMERGING SOURCES OF INFLUENCE

How can current mitigation efforts be improved? What more can be done multilaterally to address this risk?

•

•

•

•

•

•



Key mitigation applications



Table stakes: Algorithm-driven monitoring of social media comments can help private sector players to 
understand market sentiment and anticipate significant movements.
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EMERGING SOURCES OF INFLUENCE

How it works Use in financial services 

Overview

•

•

•



Emerging: Financial players can crowdsource resources through a digital education platform that helps to 
reduce the risk-taking knowledge gap among retail investors.
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EMERGING SOURCES OF INFLUENCE

How it works Use in financial services 

Overview

•

•

•



Novel: By establishing a multilateral alert system, public and private sector players can collaborate to detect 
false information and diminish information asymmetry.
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EMERGING SOURCES OF INFLUENCE

How it works Use in financial services 

Overview

•

•

•



New drivers of financial exclusion



While technology has been instrumental in reducing the global financial inclusion gap, it has also created 
new areas of exclusion that must be addressed to ensure a well-functioning financial system.

111

NEW DRIVERS OF FINANCIAL EXCLUSION

PRI M ARY SO URCES O F  TH I S  R I SK

Overview Why is it important?



When observing issues of consumer suitability, scaled and highly automated business models may 
expose customers and investors to misaligned financial outcomes

112

NEW DRIVERS OF FINANCIAL EXCLUSION



What if several large insurers utilize a 

common third-party AI capability that is 

prone to developing biases, preventing 

thousands of consumers from affordable 

protection?

The private and public sectors play crucial roles in the financial wellbeing of individuals, communities and 
businesses, and cannot overlook the harm that digitization efforts may cause vulnerable groups.

113

NEW DRIVERS OF FINANCIAL EXCLUSION

What does this mean for the financial services ecosystem? CASE STUDY



Players are addressing technology-driven financial exclusion by aligning goals with actionable initiatives, 
such as amended regulations and personalized market offerings.
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NEW DRIVERS OF FINANCIAL EXCLUSION

What are some key efforts that ecosystem players have undertaken to mitigate these risks? 

•

•

•

•

•

•

•

•

•

RELEVANT CASE STUDI ES



Despite progress made to address financial exclusion, numerous ‘building blocks’ across schemes, 
regulation and automation remain absent and must be sought to ensure continued momentum.
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NEW DRIVERS OF FINANCIAL EXCLUSION

What gaps exist in current mitigation efforts?

•

•

•

•

•

KEY M I T IGATI O N UNCERTAI NTI ES

•

•

•



Individual players can explore awareness building and new distribution channels to increase access for 
those who have been displaced by technology.
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NEW DRIVERS OF FINANCIAL EXCLUSION

How can current mitigation efforts be improved? What more can be done by individual players to address this risk?

•

•

PO TENTI AL  UNI NTENDED CO NSEQUENCES

•

•

•

•



Collectively, the industry can overcome new challenges brought on by technology-driven exclusion, with 
alternative credit scoring and identity scheme enhancements among the most critical.
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NEW DRIVERS OF FINANCIAL EXCLUSION

How can current mitigation efforts be improved? What more can be done multilaterally to address this risk?

PO TENTI AL  UNI NTENDED CO NSEQUENCES

•

•

•

•

•



Key mitigation applications



Table stakes: Greater adoption of alternative credit scoring (ACS) mechanisms can improve the accuracy 
of product suitability assessments by providing an alternative to one-dimensional credit histories.
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NEW DRIVERS OF FINANCIAL EXCLUSION

How it works Use in financial services 

•

•

•

Overview



Emerging: With algorithms increasingly supporting financial services players in product decision-making, 
fairness needs to be embedded in every step of the process.
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How it works Use in financial services 

•

•

•

Overview



Novel: Biometric-based identity solutions can complement federated digital identity schemes, offering 
greater financial services accessibility and security.
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NEW DRIVERS OF FINANCIAL EXCLUSION

How it works Use in financial services 

Overview

•

•

•



Conclusion



A new risk agenda is encouraged, where public and private sector players look to understand and 
proactively mitigate against global technology-driven systemic risks.
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CONCLUSION

Key takeaways for financial services players



When considering how current risk management capabilities will fare against systemic risks now and in 
the and future, leaders must question their organization’s capabilities and resilience.
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CONCLUSION

•

•

•

•

•

•

What key questions should risk-focused public and private sector leaders be asking themselves?



The second phase of this initiative will delve deeper into the role that technology plays in increasing 
systemic risk and explore persistent questions around technology-driven mitigation approaches.

125

CONCLUSION



Acronyms and abbreviations



Acronyms and abbreviations used in this report
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